Abstract. Spatial filtering is an important technique for reducing sky background noise in a satellite quantum key distribution downlink receiver. Atmospheric turbulence limits the extent to which spatial filtering can reduce sky noise without introducing signal losses. Using atmospheric propagation and compensation simulations, the potential benefit of adaptive optics (AO) to secure key generation (SKG) is quantified. Simulations are performed assuming optical propagation from a low-Earth-orbit satellite to a terrestrial receiver that includes AO. Higherorder AO correction is modeled assuming a Shack-Hartmann wavefront sensor and a continuous-face-sheet deformable mirror. The effects of atmospheric turbulence, tracking, and higher-order AO on the photon capture efficiency are simulated using statistical representations of turbulence and a time-domain wave-optics hardware emulator. SKG rates are calculated for a decoy-state protocol as a function of the receiver field of view for various strengths of turbulence, sky radiances, and pointing angles. The results show that at fields of view smaller than those discussed by others, AO technologies can enhance SKG rates in daylight and enable SKG where it would otherwise be prohibited as a consequence of background optical noise and signal loss due to propagation and turbulence effects. Keywords: quantum key distribution; adaptive optics; decoy states; quantum information; cryptography; sky radiance.
Introduction
The threat quantum computing poses to public key cryptography is motivating the development of alternatives to modern key sharing techniques that rely on computational complexity for security. 1, 2 Presently, there is interest in developing quantum key distribution (QKD), presented by Bennett and Brassard in 1984 (BB84) , as a provably secure alternative. [2] [3] [4] [5] QKD lends itself to mathematical proofs of theoretical security and offers the potential for secure generation of symmetric encryption keys in real time over optical channels. 6, 7 The BB84 QKD protocol generates encryption keys using polarization states of light transmitted and detected via individual photons. Attempts by an eavesdropper to intercept, clone, and resend individual photons lead to errors in the cloned states that in turn lead to bit errors, referred to as quantum bit errors. 3, 8 Quantum bit errors can be detected by the key sharing parties to reveal the presence of the eavesdropper. Based on the assumption that a technologically advanced eavesdropper could suppress naturally occurring bit errors, all bit errors are assumed to be due to eavesdropping and an indication of information leakage. This includes bit errors that may in actuality be due to scattered light, detector dark counts, and channel crosstalk. The inferred information leakage is mitigated with privacy amplification algorithms that reduce the number of key bits. 9 For sufficiently large quantum bit error rates (QBERs), secure key generation (SKG) is not possible. 10 It is therefore important to consider technologies that minimize naturally occurring sources of bit errors.
Concepts for global QKD networks include the use of free-space quantum channels linking ground-and spacebased nodes. [11] [12] [13] Demonstrations of free-space QKD have been carried out successfully, including implementations over terrestrial 12, [14] [15] [16] [17] [18] and ground-air quantum channels. 18, 19 Free-space quantum channels present a number of practical challenges for QKD. The scattering of ambient light into the quantum channel can be a significant source of quantum bit errors. Signal transmission efficiencies are reduced by beam divergence, atmospheric scattering and absorption, and atmospheric-turbulence-induced wavefront errors. The mechanisms of noise and loss both contribute to increased QBERs that can preclude SKG. Terrestrial demonstrations of free-space QKD in daylight have utilized spectral and temporal filtering techniques to reduce noise due to scattered light. This includes a demonstration conducted at a low daytime sky radiance using a dielectric spectral filter 14 and a demonstration conducted at significantly higher radiance using an atomic-line spectral filter. 15 System-level analyses for implementations linking lowEarth orbit (LEO) satellites to terrestrial ground stations support plans for full-scale satellite demonstrations. 18, [20] [21] [22] [23] [24] [25] [26] [27] Studies have considered both upward and downward propagating signal photons and concluded downlinks offer the advantage of lower transmitter-to-receiver aperture coupling losses due to the effects of atmospheric turbulence. 13, 22 In the downlink scenario, the receiver points toward the sky.
In this scenario, sky radiance can be a significant source of quantum bit errors in daytime. Analyses of daytime satellite QKD downlinks have assumed a variety of sky radiance values under cloud-free conditions. 20, 22, 28 Recently, we presented an analysis of hemispherical distributions of daytime sky radiance and QBERs associated with satellite transmitters in circular orbits under clear sky conditions. 29 Spatial filtering can also mitigate sky noise in a QKD downlink receiver. This is accomplished by reducing the receiver field of view (FOV). Atmospheric turbulence limits the extent to which this can be done without introducing signal loss. FOVs previously discussed in the literature are sufficiently large to avoid turbulence-induced signal loss. [14] [15] [16] 18, 22, 24 It has been discussed that improved tracking, or wavefront tilt correction, in a QKD receiver can improve the signal at small FOVs. 17, 20, 30, 31 Recently, we presented preliminary results from numerical simulations showing that implementing higher-order adaptive optics (AO) at reduced FOVs in a QKD ground-station receiver can significantly improve SKG rates in daytime and enable SKG under conditions where it would otherwise be prohibited. 32 The concept of real-time sensing and correction of atmospheric-turbulence-induced wavefront errors was proposed in 1953 by Babcock. 33 The first practical design for atmospheric compensation was proposed, patented, and demonstrated in the mid-1970s by Hardy while working for Itek optical systems. [34] [35] [36] Compensated imaging of LEO satellites was first accomplished in 1982 by the Air Force under funding from the Advanced Research Projects Agency. 36 This demonstration was followed by the rapid development of supporting and enabling technologies. [36] [37] [38] In modern AO systems, low-order and higher-order wavefront errors are treated separately. Low-order errors corresponding to linear wavefront tilts are compensated with steering mirrors. Higher-order errors are compensated using two-dimensional wavefront compensating optics. Optimized compensation of dynamic wavefront errors requires closed-loop control of the AO system at a bandwidth that typically exceeds the rate at which turbulence is changing. 39 Where telescope slewing is involved, the wavefront error includes a translational component associated with both wind and slewing. This translational component is described by the Greenwood frequency. 39 High Greenwood frequencies associated with tracking a LEO satellite through turbulence can challenge the performance capabilities of an AO system. Atmospheric turbulence is a stochastic process. Consequently, propagation through turbulence leads to statistical distributions of wavefront errors. In a free-space quantum channel, this can lead to statistical distributions of SKG rates. Quantifying the effects of turbulence and AO on SKG rates requires numerical simulations. The Air Force Research Laboratory sponsored the development of fully integrated software that accurately models both the effects of wave propagation through the atmosphere and AO compensation. 40, 41 The software propagates optical wavefronts through statistical representations of turbulence and through the optical components of an AO system including the time-dependent behavior of these components under closed-loop control.
This paper considers a LEO satellite QKD downlink to a terrestrial receiver that includes an AO system. Numerical simulations quantify the effects of turbulence, FOV, and AO on photon capture efficiency in the receiver. The simulations consider moderate and strong turbulence with elevation angles ranging from zenith to 15 deg above the horizon and moderate and high daytime sky radiance for satellites in 400-and 800-km altitude circular orbits. The simulations include the pointing-angle-dependent optical losses associated with optical scattering and absorption, transmitter-toreceiver aperture coupling, and atmospheric turbulence. SKG rates are calculated for a decoy-state QKD protocol for the case of tilt correction only and compared to the case where higher-order wavefront correction is applied. Results show that in the presence of moderate turbulence and moderate sky radiance, simply reducing the receiver FOV can reduce sky noise sufficiently to enable SKG with tilt correction alone. In this case, the addition of higher-order AO enhances SKG rates considerably. Under more challenging conditions of strong turbulence, high sky radiance, and longer propagation distances, higher-order AO can enable SKG where it would otherwise be prohibited due to noise and loss.
The Effects of Turbulence on Signal and Noise
Transmission in an Optical Receiver The scattering of sunlight by the atmosphere into the quantum channel leads to spurious detection events and quantum bit errors. Atmospheric turbulence contributes to this problem by increasing the size of the signal distribution at the receiver field stop (FS). In order to avoid signal losses due to turbulence, the size of the FS is increased relative to that required by the diffraction limit. This results in increased levels of sky noise transmitted by the FS to the detectors.
Atmospheric Scattering-Induced Noise
Figure 1(a) shows the basic elements of an optical receiver including a primary optic of diameter D R that defines the entrance pupil, an FS of diameter d, a collimating lens, and a spectral filter with bandpass Δλ. The FS limits the chief ray of the system to define the linear angle FOV, Δθ ≈ d∕f, where f is the focal length of the primary optic. Reducing the size of the FS reduces the FOV and, correspondingly, the number of sky noise photons transmitted by the FS.
The number of sky-noise photons, N b , entering the receiver in a detection window is proportional to the sky radiance according to the radiometric expression 20 E Q -T A R G E T ; t e m p : i n t r a l i n k -; e 0 0 1 ; 3 2 6 ; 2 5 8
where H b is the sky radiance in W∕ðm 2 sr μmÞ, Ω FOV ¼ πΔθ 2 ∕4 is the receiver solid-angle FOV, R is the radial extent of the primary optic, λ is the optical wavelength, Δλ is the spectral filter bandpass in μm, Δt is the integration time for photon counting, h is Planck's constant, and c is the speed of light. For a given value of the sky radiance, the number of noise photons may be reduced by reducing the spectral bandpass, the temporal gate width, and the receiver FOV.
Atmospheric-Turbulence-Induced Aberrations
Figure 1(b) shows the effects of turbulence on signal transmission at the FS. In the absence of aberrations, the primary optic focuses an incident signal to a diffraction-limited irradiance distribution. For a signal photon derived from an attenuated laser pulse, the irradiance distribution represents the photon probability function. For the case of a planar wavefront with uniform amplitude incident upon a circular aperture, the diffraction-limited irradiance distribution at focus is described by the Airy function with a central disk of diameter 2.44λf∕D R . Reducing the FS to this diameter passes 84% of the signal while blocking sky noise associated with larger field angles. Reducing the FS further decreases both the transmitted sky noise and the signal.
Aberrations increase the size of the signal irradiance distribution at the FS. For atmospheric-turbulence-induced aberrations, the strength of turbulence integrated over a propagation path is characterized by Fried's coherence length r 0 . 42 Sarazin and Roddier 43, 44 computed the angular FWHM of the long-exposure irradiance distribution with turbulence to be approximately λ∕r 0 . In analogy to the Airy disk, we define the turbulence-induced spot size to be that which captures about 84% of the power. For primary optic diameters larger than r 0 , this aberrated spot size at focus is found to be approximately 2λf∕r 0 . Relative to the diffraction-limited case, high transmission requires the diameter of the FS to be increased from 2.44λf∕D R to 2λf∕r 0 . This increases the linear FOV from Δθ ≈ 2.44λ∕D R to Δθ ≈ 2λ∕r 0 and, correspondingly, increases the number of noise photons transmitted by the FS by a factor of ðD R ∕1.22r 0 Þ 2 . In principle, an AO system can restore the aberrated wavefront to near-diffraction-limited quality. Within the boundaries established by diffraction and turbulence, AO could play a significant role in preserving the transmission of signal photons at reduced FOVs that would substantially reduce background sky noise. The potential benefit of AO to sky noise reduction can be estimated as follows. Atmospheric turbulence is characterized by standard altitude-dependent turbulence profiles. The strength of turbulence is both angle-dependent and wavelength-dependent. For the commonly used HV 5∕7 turbulence profile, 45 henceforth referred to as 1 × HV 5∕7 , and a wavelength of 780 nm, r 0 ranges from about 9 to 4 cm for pointing angles ranging from 0 deg to 75 deg from zenith, respectively. For a D R ¼ 1 m diameter receiver aperture, the corresponding range of turbulence-limited FOVs is 18 to 40 μrad. In the absence of turbulence, the diffraction-limited FOV is ∼2 μrad. At 75 deg from zenith, reducing the FOV from the 40 μrad turbulence-limited FOV to the 2 μrad diffraction-limited FOV would reduce sky noise by a factor of 400. Assuming a perfect AO system, this reduction in optical noise could be achieved without increasing the signal loss at the FS.
Quantifying the Effects of Turbulence and
Adaptive Optics on Photon Capture Efficiency In practice, AO does not completely compensate for turbulence-induced aberrations. Limitations occur due to the finite spatial resolution and finite temporal response of the AO system. For a given set of atmospheric parameters and AO system specifications, the optical efficiency of the system can be calculated using numerical methods. In the analysis that follows, it is assumed that the transmission efficiencies associated with classical irradiance distributions represent the transmission probabilities for individual photons from an attenuated laser pulse. It is also assumed that the FS is imaged onto the photodetectors without loss of energy due to vignetting.
Quantum Key Distribution Receiver with
Adaptive Optics Figure 2 shows a conceptual schematic of an optical receiver that includes both a QKD receiver and an AO system. The AO system architecture is based on systems previously demonstrated. 36, 37 AO systems require light from either a natural or artificial beacon to probe the atmospheric turbulence. 36, 37, 46 Control signals for the AO system are generated from measurements performed on the aberrated beacon wavefront. In the analysis that follows, it is assumed that the satellite includes both an AO beacon laser and a QKD photon source. The two sources generate copropagating optical pulses that are synchronized in time, but at different wavelengths to allow chromatic separation at the receiver.
Wavefront errors caused by atmospheric turbulence consist of a tilt component that causes an image to jitter and higher-order spatial components that cause the point spread (2) function to enlarge. Correspondingly, the AO system consists of a fast steering mirror (FSM) that tracks the tilt component of the wavefront error and a deformable mirror (DM) that compensates higher-order wavefront errors. A dichroic beam splitter (DBS) diverts the beacon wavefront to the wavefront sensing system. A beacon-channel spectral filter (BCSF) transmits the beacon wavelength while blocking other spectral components. A beam splitter (BS) transmits a portion of the beacon light to a focal plane tracking sensor (FPTS) that measures the tilt component of the wavefront error and generates control signals for the FSM. The reflected light propagates to a Shack-Hartmann wavefront sensor (SHWFS) that determines the higher-order aberrations and generates control signals for the DM. In a closedloop AO system, dynamic feedback control reduces residual wavefront errors. The AO system's dynamic performance limit is characterized by the system bandwidth. Beyond this frequency, the amplitude response of the system is insufficient to be considered useful or stable. The quantum channel wavelength is transmitted by the DBS, reflected by a mirror (M), and brought to a focus at the FS of the system. A quantum-channel spectral filter (QCSF) transmits the quantum-channel wavelength to the QKD receiver while blocking other spectral components. Within the QKD receiver, a 50/50 BS randomly directs photons to the two mutually unbiased measurement bases of the BB84 protocol. In the reflected path, a polarizing beam splitter (PBS) and two gated avalanche photodiodes (APDs) measure the polarization state of the photon in the rectilinear basis. In the transmitted path, a half-wave plate (HWP) rotates the polarization states by 45 deg for measurement in the diagonal polarization basis.
Numerical Simulation of Propagation Through
Turbulence and an Adaptive Optics System
The photon capture efficiency associated with turbulence, η spatial , is defined to include the turbulence-related losses associated with both transmitter-to-receiver aperture coupling and propagation through the FS of the receiver. Aperture-toaperture coupling losses due to diffraction are accounted for separately. The term η spatial is quantified with a simulation code that includes the effects of turbulence on wave propagation and the effects of a closed-loop AO system within the receiver as shown in Fig. 2 . Wave-optics simulations are performed with Atmospheric Compensation Simulation, a simulation code developed by Science Applications International Corporation. 40, 41 The wave-optics propagation code has been anchored to experimental data and used to anchor other simulation codes. 47 The code is based on the principles of scalar diffraction theory. The simulated AO system includes an FPTS and FSM for tilt estimation and correction and an SHWFS and DM for higher-order aberration correction. The hardware emulations include models for the wavefront sensor cameras that include real world effects such as noise, pixel diffusion, and latencies.
Simulations are performed for receiver pointing angles ranging from zenith to 75 deg from zenith. For each elevation angle, 20 realizations of atmospheric turbulence are simulated. For each realization of turbulence, the atmosphere is simulated by 10 phase screens distributed throughout the atmospheric path. Each phase screen is a random realization of turbulence consistent with Kolmogorov statistics and the specified turbulence strength profile. Numerical methods based on scalar Fresnel integrals 48, 49 propagate the optical field from the transmitter through the phase screens 50 to the receiving aperture. From there, the optical field is reflected from an FSM and then a DM. These components are simulated in a closed-loop for iterative feedback control.
Adaptive Optics System Parameters
The FPTS is modeled as a lens and focal plane quadrant detector. The SHWFS is modeled as a 32 × 32 element array of lenslets and quadrant detectors. The SHWFS is assumed to be shot-noise limited as is typically the case for systems with cooperative beacons. The DM is modeled as a continuous face sheet driven by a 33 × 33 array of actuators. The diameter d l of the individual lenslets in pupil space is such that d l ∕r 0 is less than unity for the range of turbulence strengths encountered in a 1 × HV 5∕7 atmospheric profile. In stronger turbulence, where d l ∕r 0 exceeds unity, the system performance is degraded. 46 In the simulations, the FPTS centroid, SHWFS centroids, and residual wavefront errors are updated at 10 kHz. The FSM and DM are also updated at 10 kHz. The tracking bandwidth is 200 Hz and the bandwidth for higher-order correction is 500 Hz. These system parameters are considered to be within the state of the art.
It is assumed that the cooperative beacon on the satellite provides light at 810-nm wavelength for the FPTS and SHWFS. The quantum channel wavelength is assumed to be 780 nm, allowing separation of the two wavelengths. It is further assumed that any beacon light transmitted by the DBS and QCSF is insignificant compared to other noise sources. Applying wavefront correction at a wavelength that is shorter than the beacon wavelength can lead to residual wavefront errors. While these errors are accounted for in the simulations, they are negligible due to the small separation in wavelengths. Similarly, the beacon and quantum-channel pulses are separated in time, but on a timescale over which the atmosphere is static in the simulations.
For the purpose of analysis, it is assumed that the satellite travels in either a 400-or 800-km altitude circular orbit. The telescope slews to follow the motion of the satellite. The altitude-dependent wind speed is described by the Bufton wind profile. In order to consider the worst-case scenario, the wind direction is assumed to be opposite to the slew direction, producing the highest Greenwood frequency for a particular turbulence profile.
Atmospheric Turbulence Parameters
The effects of turbulence on an optical field are characterized by temporal, angular, and spatial coherence parameters. The temporal coherence, given by the Greenwood frequency f G , is dependent upon the slew rate of the telescope and, therefore, the altitude of the satellite. The angular coherence is given by the isoplanatic angle θ 0 . The spatial coherence is given by Fried's coherence length r 0 . Greenwood frequencies exceeding the correction bandwidth and isoplanatic angles smaller than the angular subtense of the source result in a degraded performance of the AO system. Rytov is a direct measure of scintillation experienced by the optical field at the receiver entrance pupil. Rytov values greater than about 0.4 indicate deep turbulence where scintillation leads to degradation in the performance of the AO system. In the presence of scintillation, the SHWFS is unable to accurately measure wavefront errors due to intensity nulls in the field. Table 1 shows turbulence parameters calculated at each of the five elevation angles for the two turbulence profiles and two orbit altitudes considered in the analysis that follows. For a 10-cm transmitter aperture, the isoplanatic angles are larger than the angular subtense of the source for all cases. For the 800-km orbit, the Greenwood frequency remains within the 500 Hz AO system bandwidth for all cases shown except 75 deg in 3 × HV 5∕7 turbulence. For the 400-km orbit, the higher slew rates cause the Greenwood frequency to exceed the AO system bandwidth at 75 deg from zenith in 1 × HV 5∕7 turbulence and at all angles shown below zenith in 3 × HV 5∕7 turbulence. At the 75 deg elevation angle, Rytov values indicate deep turbulence conditions. For D R ¼ 1 m, the SHWFS subaperture size in pupil space is d l ¼ 3.1 cm. In 3 × HV 5∕7 turbulence, r 0 is smaller than Table 1 Turbulence parameters for five elevation angles relative to zenith with 400-and 800-km altitude circular orbit altitudes. Parameters include Fried's coherence length r 0 , the isoplanatic angle θ 0 , Rytov, and the Greenwood frequency f G . Parameters are shown for 1 × HV 5∕7 and 3 × HV 5∕7 turbulence profiles.
Zenith angle (deg) 400 km altitude 800 km altitude the subaperture size at the 60 deg and 75 deg elevation angles leading to under-resolved local wavefront tilts.
Results: Photon Capture Efficiency Probability Distributions
The turbulence-related photon capture efficiency η spatial is calculated for each elevation angle from the 20 realizations of atmospheric turbulence. For each realization, the simulated AO system iterates to steady state minimizing the wavefront error at the SHWFS. Figure 3 shows sample results presented as probability density functions (PDFs) calculated for 1 × HV 5∕7 turbulence, a D R ¼ 1 m receiver aperture size, and a pointing angle at zenith. The transmitter is treated as an unresolved point source relative to a 16-cm grid spacing at the 400-km orbit. Capture efficiencies calculated with tilt correction only are shown in red. Capture efficiencies calculated with the addition of higher-order AO are shown in blue. Since tilt correction is required for tracking the satellite, the case without atmospheric tilt correction is not considered here.
Figures 3(a) and 3(b)
show results calculated for a 20-μrad FOV with 400-and 800-km altitude circular orbits, respectively. At this FOV, the mean capture efficiencies increase from 88% with tilt correction alone to 93% with the addition of higher-order AO. Figures 3(c) and 3(d) show the corresponding results calculated for a 2-μrad FOV. At the reduced FOV, turbulence leads to significant losses at the FS. The mean capture efficiencies now increase from only about 5.5% with tilt correction alone to about 73% with the addition of higher-order wavefront compensation. In both cases, the capture efficiency improves measurably with the addition of higher-order AO, but does not reach unity. This is due to the imperfect nature of the AO system and the fact that the small turbulence-related losses that occur in aperture-to-aperture coupling cannot be recovered by any AO system implemented in the receiver. The relative benefit of AO is more significant at the smaller FOV where losses due to turbulence are greater. Increasing the orbit altitude from 400 to 800 km decreases the Greenwood frequency. However, this has a negligible effect on the results since, for the examples shown, all turbulence parameters are within the correction tolerances of the AO system modeled.
Secure Key Generation Rates with a Decoy-State
Quantum Key Distribution Protocol The final measure of effectiveness for a QKD system is the rate at which key bits can be generated in a secure key sharing protocol. Methods for estimating SKG rates in the original BB84 protocol assume that potential information leakage to an eavesdropper can be inferred from the measured QBER and that a privacy amplification algorithm will be implemented to reduce information leakage to meet security criteria. 51 An information theoretic upper bound on information leakage determines the fraction of raw key bits to be retained in the secure key.
High-loss quantum channels are particularly sensitive to photon-number-splitting (PNS) attacks on multiphoton pulses. 52 In the PNS attack, the eavesdropper selectively blocks single-photon pulses where eavesdropping would introduce errors, and retains a photon from multiphoton pulses, allowing the eavesdropper to gain complete knowledge of the bit value without introducing errors. The decoy state protocol was proposed 53 and developed 54 to address this problem in high-loss channels. The protocol introduces decoy pulses with a mean photon number that is different from that of the signal pulses. Measurements of the decoy pulse detection yield allow the key sharing parties to detect the PNS attack and more accurately estimate possible information leakage from the measured QBER.
Secure Key Rate Equations for the Vacuum-Plus-Weak-Decoy-State Quantum Key Distribution Protocol
This section reviews the rate equations for the vacuumplus-weak-decoy-state QKD protocol implemented via Optical Engineering 026104-6 February 2016 • Vol. 55 (2) polarization encoding of photons from a Poissonian light source as presented by Ma et al. 55 The calculation includes the effects of sky noise, detector dark counts, polarization crosstalk, mean photon number, and photon losses. The SKG rate per signal state, or secret bit yield, is given by E Q -T A R G E T ; t e m p : i n t r a l i n k -; e 0 0 2 ; 6 3 ; 6 9 7
where the protocol efficiency q is 1/2 for the BB84 protocol, μ is the mean photon number of the signal states, Q μ is the gain of the signal states, E μ is the overall QBER, Q 1 is the gain of the single-photon states, e 1 is the error rate of single photon states, fðE μ Þ is the bidirectional error correction efficiency, and H 2 is the Shannon binary entropy function. The gain of the signal states is given by E Q -T A R G E T ; t e m p : i n t r a l i n k -; e 0 0 3 ; 6 3 ;
where Y 0 is the background detection probability, 1 − e −ημ is the signal detection probability, and η is the efficiency of signal photon transmission and detection. The lower bound for the gain of the single-photon states is given by E Q -T A R G E T ; t e m p : i n t r a l i n k -; e 0 0 4 ; 6 3 ;
where ν denotes the mean photon number for the weak decoy state, ν < μ, and Q ν is the gain of the weak decoy state given by substituting ν for μ in Eq. (3). The upper bound of e 1 is given by E Q -T A R G E T ; t e m p : i n t r a l i n k -; e 0 0 5 ; 6 3 ; 4 2 1 e 1 ¼
where Y 1 is the lower bound for the yield of the singlephoton states given by E Q -T A R G E T ; t e m p : i n t r a l i n k -; e 0 0 6 ; 6 3 ; 3 5 5
The overall QBER associated with signal photons is given by E Q -T A R G E T ; t e m p : i n t r a l i n k -; e 0 0 7 ; 6 3 ; 2 8 8 
where e 0 is the error rate due to noise and e detector is the probability that an incorrect bit value occurred due to polarization crosstalk. The background detection probability is calculated including contributions from sky radiance and detector dark counts E Q -T A R G E T ; t e m p : i n t r a l i n k -; e 0 0 8 ; 6 3 ; 1 7 8 Y 0 ¼ N b η receiver η spectral η detector þ 4f dark Δt; (8) where N b η receiver η spectral η detector is the probability of detecting a sky-noise photon, η spectral is the efficiency of transmission through the spectral filter, η detector is the efficiency of photon detection, and η receiver is the efficiency of transmission through the remaining receiver optics. 14 The probability of a detection event occurring due to detector noise is 4f dark Δt, where f dark is the detector dark count rate at each of four identical detectors. The total signal transmission efficiency η also includes angle-dependent terms associated with propagation from the transmitter aperture through freespace, including the atmospheric path E Q -T A R G E T ; t e m p : i n t r a l i n k -; e 0 0 9 ; 3 2 6 ; 7 0 8 η ¼ η geo η trans η spatial η receiver η spectral η detector ;
where η geo is the angle-dependent geometrical coupling efficiency between the transmitter and receiver apertures due to diffraction and finite aperture sizes, η trans is the angle-dependent transmission efficiency associated with atmospheric scattering and absorption, 14 and η spatial is the angle-dependent transmission efficiency associated with atmospheric turbulence.
Satellite-to-Earth Quantum Channel Parameters
SKG rates are calculated with the following parameters assumed: The quantum channel wavelength is λ ¼ 780 nm for low beam divergence, high atmospheric transmission, and high detector efficiency.
14 The beacon channel wavelength is 810 nm. The radial extent of the receiver primary optic is R ¼ 0.5 m. The spectral filter bandpass and transmission are Δλ ¼ 0.2 nm and η spectral ¼ 0.9, consistent with a commercially available dielectric interference filter. 56 The detector efficiency, dark count rate, and gate duration are η detector ¼ 0.6, f dark ¼ 250 Hz, and Δt ¼ 1 ns consistent with the operation of a commercially available Geigermode APD. 57 The collective optical efficiency of the remaining components in the receiver is η receiver ¼ 0.5.
It is assumed that the output of the quantum channel source is expanded to uniformly illuminate the transmitter exit pupil and that all losses incurred by vignetting at the transmitter aperture contribute to the attenuation that is required to achieve the mean photon numbers, μ and ν. Under this assumption, it is not necessary to account for losses within the transmitter. For the aperture sizes and propagation ranges considered, the angle-dependent aperture-to-aperture coupling efficiency η geo can be approximated by the Friis equation, η geo ¼ ðπD T D R ∕4λzÞ 2 , which assumes a uniformly illuminated transmitter aperture. 58, 59 The diameters of the transmitter and receiver apertures are D T ¼ 10 cm and D R ¼ 1 m, respectively. The propagation distance z is calculated as a function of the receiver pointing angle and satellite altitude. For a 400-km altitude circular orbit, propagation distances range from 400 km at zenith to 1175 km at 75 deg from zenith. For an 800-km orbit, the propagation distances range from 800 km at zenith to 2033 km at 75 deg from zenith.
The angle-dependent transmission efficiencies η trans are calculated with MODTRAN assuming clear sky conditions. Assumed values range from η trans ¼ 0.92 at zenith to η trans ¼ 0.74 at 75 deg from zenith. In the absence of turbulencerelated losses, η spatial ¼ 1 and the signal transmission efficiencies η, expressed in dB of loss, are ∼18 to 28 dB for the 400-km orbit and 24 to 33 dB for the 800-km orbit.
The background detection probability Y 0 is calculated from Eq. (8) with the number of noise photons N b calculated from Eq. (1). The gain of the signal state Q μ is calculated from Eq. (3) with the signal transmission efficiency η calculated from Eq. (9), including contributions from η geo , η trans , and η spatial . The signal QBER E μ is calculated from Eq. (7) with the error rate due to noise, e 0 , taken to be 1/2 under the assumption the background is random. It should be noted that the polarization distribution of sky radiance has been studied in detail, 60 but is not included in this analysis. The probability of a projective polarization measurement in a matched polarization basis yielding an incorrect result due to depolarization in propagation and improper alignment has been measured experimentally in a satellite-Earth optical link. 61 The following analysis assumes the reported measured value of e detector ¼ 2.8%. The gain of the single-photon states Q 1 is calculated from Eq. (4), assuming a decoy-state mean photon number ν ¼ 0.05. In order to specify an optimized mean photon number for the signal state, Eq. (2) was evaluated against μ as a free parameter. The mean photon number μ ¼ 0.45 was determined to be an optimum value for the parameters assumed here. 29 The single-photon error rate e 1 is calculated from Eq. (5) with Y 1 calculated from Eq. (6) . The efficiency of error correction fðE μ Þ is assumed to be a constant value of 1.22, the commonly used value associated with Cascade error correction.
Results: Secure Key Generation Rate Probability Distributions
The statistical nature of turbulence leads to statistical distributions of SKG rates. SKG rates are calculated by evaluating Eq. (2) In order to present SKG rates in units of secure key bits per second, a system rate of 10 MHz is assumed as a multiplicative factor to Eq. (2) . Figure 4 (a) shows results calculated for the 400-km altitude orbit. SKG rates with tilt correction alone are shown in red with a distribution around a mean value of 406 Hz. Note that a significant probability exists for a key rate of zero. Introducing higher-order AO results in a significant increase in SKG rates as shown in blue with a distribution around a mean value of 8.3 kHz. Figure 4(b) shows results calculated for the 800-km orbit. With tilt correction alone, the mean SKG rate is only 0.1 Hz, with zero being the most probable key rate. Introducing higher-order AO increases the mean SKG rate to 1.9 kHz. The SKG rates are significantly lower for the 800 km orbit as a consequence of the reduced geometrical capture efficiency η geo at the longer propagation distances.
Simulation Results: Daytime Key Rates with
Wavefront Tilt Correction and Higher-Order Adaptive Optics Numerical simulations are performed for turbulence conditions described by 1 × HV 5∕7 and 3 × HV 5∕7 turbulence profiles with receiver elevation angles ranging from zenith to 75 deg from zenith. Sky radiance values of 25 and 100 W∕ðm 2 sr μmÞ are considered with receiver FOVs ranging from 0.5 to 20 μrad. The case with tilt correction alone is compared to the case where higher-order AO is also assumed. Results are shown for satellites in 400-and 800-km circular orbits. Figure 5(a) shows results for the 400-km orbit with tilt correction. For FOVs larger than 15 μrad, the QBER due to sky noise is sufficiently high to preclude SKG. For FOVs below 15 μrad, sky noise can be reduced sufficiently to allow SKG within 45 deg of zenith. For a given FOV, however, key rates are unstable due to statistical variations in the uncompensated higher-order aberrations. With tilt correction alone, FOVs in the vicinity of 3 to 8 μrad represent the optimum trade-off between noise reduction and signal preservation.
With the addition of higher-order AO, shown in Fig. 5(c) , stable SKG rates in excess of 1 kHz are possible within 60 deg of zenith. With higher-order AO, the standard deviation in SKG rates can be small relative to the mean value. With higher-order correction, FOVs in the vicinity of 2 to 3 μrad represent the optimum trade-off between noise reduction and signal preservation. Below this range, signal losses reduce key rates even with AO. At a FOV of 2 μrad, the Airy disk would theoretically pass the FS with about 84% power efficiency. Since AO is not perfect, the transmission is lower. Furthermore, the focused irradiance profile at the FS moves as AO iterates, leading to some time-dependent loss variance. Figure 5(b) shows results for the 800-km orbit with tilt correction. For a given elevation angle, the QBER as defined in Eq. (7) has increased due to the increased propagation losses. Consequently, SKG is only possible through further reductions in the FOV and at smaller angles relative to zenith where propagation distances are minimized for a given orbit altitude. Secure key rates in this case are subject to dropouts represented by large error bars relative to the mean value.
With the addition of higher-order AO, shown in Fig. 5(d) , stable SKG rates in excess of 300 Hz are possible within 60 deg of zenith. As in the case of Fig. 5(c) , the standard deviation in SKG rates can be small relative to the mean value.
Within each family of curves, SKG rates decline as the elevation angle increases from zenith. This is due to the increased losses that occur with beam divergence over the increased propagation distances and also due to the increased strength of turbulence that occurs with increased atmospheric path length. At 75 deg, the onset of deep turbulence and a high Greenwood frequency result in reduced AO system performance. Figure 6 shows the corresponding results calculated under more challenging conditions; namely, a sky radiance of 100 W∕ðm 2 sr μmÞ and a 3 × HV 5∕7 turbulence profile. Results for the case with tilt correction alone are shown in Figs. 6(a) and 6(b). With tilt correction alone, the signal loss due to turbulence at small FOVs is sufficiently high to preclude SKG at all elevation angles considered. SKG rates calculated with the addition of higher-order AO are shown in Figs. 6(c) and 6(d). With higher-order AO, SKG is possible. However, relative to the results shown in Fig. 5(c) and 5(d) , the increased sky noise reduces the FOV at which SKG is possible.
For the case of the 400-km orbit shown in Fig. 6(c) , SKG rates in excess of 1 kHz are possible at elevation angles within 45 deg of zenith for FOVs below about 7 μrad. Relative to the results in Fig. 5(c) , the factor-of-four increase in H b requires a factor-of-two decrease in the FOV. Beyond 60 deg elevation angle, the effects of turbulence are stressing the capability of the AO system assumed in this particular simulation. At 60 deg from zenith, the Greenwood frequency, shown in Table 1 , is 780 Hz, which is significantly larger than the 500 Hz AO correction bandwidth. At 75 deg from zenith, the Rytov value is 1.19 indicating deep turbulence where scintillation degrades SHWFS performance. At 75 deg, r 0 is only 65% of the SHWFS subaperture size, leading to poorly resolved wavefront tilts. The result is a reduced SKG rate at 60 deg and negligible SKG at 75 deg.
For the case of the 800-km orbit shown in Fig. 6(d) , SKG is only possible at FOVs below 4 μrad. At this altitude, slew rates are lower and Greenwood frequencies are more benign than for the 400-km altitude case. However, the increased propagation distance results in increased losses that negatively impact key rates. SKG rates in excess of 200 Hz are possible within 45 deg of zenith, but rates are negligible beyond 60 deg from zenith.
6 Discussion AO was demonstrated to be an enabling technology for daytime satellite-to-Earth QKD. The goal in implementing AO in a QKD receiver is to optimize SKG rates by optimizing the noise/loss trade space associated with the receiver FOV. Within a range bounded by turbulence and diffraction, AO is a mature technology for preserving the quantum signal at reduced FOVs. For example, assuming 1×HV 5∕7 turbulence, a 75 deg angle from zenith, and a perfect AO system, sky noise could be reduced by a factor of 400 without additional signal loss. AO, however, is not perfect. The performance is dependent upon the AO system parameters and the strength of turbulence. Photon capture efficiencies resulting from atmospheric turbulence and a closed-loop AO system were quantified for a specific system with numerical simulations based on Fresnel propagation and AO control theory. Information-theoretic estimates of SKG rates for a decoy-state QKD protocol were calculated based on the simulated capture efficiencies.
Results show that in moderate turbulence, simply reducing the receiver FOV to values smaller than previously discussed in the literature can reduce sky noise sufficiently to enable SKG in daylight. The addition of higher-order AO technologies enhances SKG rates considerably and even enables SKG in stronger turbulence where it would otherwise be prohibited as a consequence of background optical noise and signal loss due to turbulence and propagation. Furthermore, higher-order AO improves the stability of SKG rates when turbulence-induced losses are a factor. The relative benefit of AO is more significant at smaller FOVs where losses due to turbulence are greater.
The simulation can be applied to modeling the benefits of adaptive spatial filtering with other AO components and other turbulence conditions. Adaptive spatial filtering would likely benefit other QKD protocols and applications involving the transmission of quantum information over free-space channels. Adaptive spatial filtering may be of particular significance since time-bandwidth product considerations associated with Fourier transform and quantum uncertainty relationships limit the extent to which photons can be filtered spectrally and temporally. 
